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DeepKeep

ML Security

@ Deepkeep

ML SECURITY

https://deepkeep.ai/home

Tags
e Al

* Adversarial Al
*  Machine learning
* Penetration test

* Risk Assessment
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Profile Description

DeepKeep is developing an innovative software platform for
securing both Al models and datasets from various adversarial Al
attacks such as evasion, stealing, and poisoning.

Solution at glance

The set of tools provided by DeepKeep's platform can be
categorized into the following four pillars: Risk Analysis,
Robustification, Attacks Detection, and Attack Mitigation

How it works

DeepKeep's solution provides data scientists, MLOps, IT, and CISO
teams with a suite of seamlessly integrated tools for monitoring,
securing, and controlling Al models throughout the lifecycle
process of deploying Al models - from the data collection and
model design phase across the model generation and tuning phase
to the model inferencing in the production environment.
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transmit

security
Cloud Native CIAM with Modular, Contextual Security Services

Transmitsecurity.com

Tags Profile Description

Transmit Security was co-founded by serial entrepreneurs and

investors, Mickey Boodaei and Rakesh Loonkar in 2014 with the aim

of changing the security identity landscape. In 2020, Deloitte

recognized Transmit Security as the 5th fastest growing company in

« CIAM Platforms North America. In March, we were recognized by Fast Company as
one of the 10 Most Innovative Security Companies of 2022.

* Fraud Reduction
Intelligence
Platforms

* Passwordless

Authentication Solution at glance

Transmit Security gives businesses the modern tools they need to
build secure, trusted and end-to-end digital identity journeys to
innovate and grow. CX-focused, cybersecurity-conscious leaders
rely on Transmit Security’s CIAM platform to provide their
customers with smooth experiences protected from fraud across all
channels and devices. Transmit Security serves many of the world’s
largest banks, insurers, retailers, and other leading brands,
collectively responsible for more than $2 trillion in annual
commerce

How it works

Choose the identity services you need to build the best, most
trusted customer experience

Our modern identity services are exposed through developer-
friendly APIs using cloud-native architecture to deliver the scale
and performance required for any and all customer use cases.
Quickly build digital identity journeys with security that enhances
user experience and bolsters customer loyalty. Protect your
customers. Earn their trist: Grow yolr business.

Video

A Befter Way To...

e‘mdi‘Dj

ietter Way
/ to Authenticate
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https://www.transmitsecurity.com/
https://www.youtube.com/watch?v=SMrEKlYFXNE

Gytpol

Think Like a Hacker GY T p O !—

https://gytpol.com/

Categories Profile
® Secure Configuration Gytpol is fast-growing - solving a security risk which impacts all
Management organizations which until now a good solution did not exist.

® Automatic
Security risks due to misconfigurations are a major pain-point for all

organizations. Over 80% of ransomware attacks are attributable to
misconfigurations. Today, Secure Configuration Management is

Remediation
® (Critical Gaps

Identification non-automated and very manual. This is ineffective, costly and
® Endpoint Security relies on having skilled resources available. This lack of visibility is
® Risk & Compliance often why organizations suffer from poor cyber hygiene which

e Active Directory leads to a successful attack.

Assessment Solution at Glance
® EDR extension
Gytpol is a Security Configuration Management platform. Providing

® Vulnerabilities : L . - . .

e Zero Days contmuqus momtormg and aufcomatyc remedlatlon with zero |mpact
of security risks caused by misconfigurations and non-compliance

® Cyber Hygiene on endpoint devices. It’s fast, accurate & secure. Gytpol stops

® All Verticals breaches, reduces risk and saves organization significant time and

cost. Gytpol is already supporting over 3 million devices worldwide.

How It Works

Deployed as either a SaaS or On-Premises, Gytpol Validator will
monitor, detect and remediate misconfigurations on Windows,
Linux and Mac Devices (loT support coming in 2023), whether they
are connected to the network or working from home remotely.
The dashboard is easy to use and intuitive. Gytpol also integrates
with SIEM with APl access for third-party applications.

Video Gytpol can be used for:
* Ensuring security baselines are secure with the latest hardening
requirements
= * Validating Group Policies are applied on all endpoint devices
G'YTPOI_ * Continuous audit and healing for regulatory compliance on all
Validator 3 devices (CIS, NIS, Cyber Essentials etc)
* Remediation of Zero Days without patching (where possible)

* Detection of lateral movement
* Detection of Active Directory misconfigurations

Return to Contents 4



SURF Security S L! R F

The First Zero Trust Browser

www.surf.security

Categories Profile

¢ ZeroTrust, SURF provides users with freedom of work, letting them

® Enterprise Browser interact with applications, data, and each other securely. It

® Data Protection addresses the critical business asset neglected by security experts
® Anti Phishing for years: The browser.

¢ Control & Visibility The browser is the access frontier for everything: users, data,

® \Web Filtering corporate assets, applications, development activities - and cyber

criminals, too.

Solution at Glance

Identity driven chromium-based zero-trust browser. Create a
secured environment on any endpoint. Allow your employees to
work wherever, whenever, and however they want, supporting
their productivity and privacy.

How It Works

Gain visibility and control over enterprise workflows instantly

Enforce DLP with only a few clicks. Enable or disable copy, paste,
printing, and others in a matter of seconds.

Isolate work environment from device and web threats on any
endpoint without disrupting performance

Protect against web phishing through whitelisting and reputation

Simplify zero trust adoption with access controls for SaaS and on
prem applications, end point posture checks, and identity first

. protocols
Video
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BRIGHT SECURITY

Dev-centric enterprise Dynamic Application Security

Testing
https://brightsec.com

*  AppSec
* DAST

* SDLC

* DevOps
e ci/cd

Return to Contents

Bright Security is a developer-centric Dynamic Application Security
Testing Solution, also known as a DAST. Founded in 2018, Bright’s
mission is to enable organizations to ship secure Applications and
APIs at the speed of business. We do this by enabling quick &
iterative scans to identify true and critical security vulnerabilities
without compromising on quality, or software delivery speeds.

DevOps moves quickly, and security isn’t keeping up. Developers
are frustrated with security, AppSec professionals are exhausted,
and security bottlenecks keep getting worse. As a result,
vulnerabilities are pushed into production, increasing your
organization’s risk of cyber attacks. Bright empowers Application
Security & Development teams to find and fix vulnerabilities
iteratively at every step in the SDLC, without slowing them down.

Bright empowers AppSec teams to provide the governance for
securing APIs and web apps while enabling developers to take
ownership of the actual security testing and remediation work
early in the SDLC. With dozens of different types of vulnerabilities
that we test for, hundreds of attack vectors we use to test your
application, and clear remediation guidelines when a vulnerability
is found, you can rest assured the vulnerabilities we find are true
with minimal false positives. Test your web-apps, Single Page
Applications, micro-services, internal apps and APIs (REST, SOAP,
GraphQL etc) with unrivaled vulnerability test coverage, including
Business Logic Security Testing. Every security finding is
automatically validated, removing the need for manual validation,
saving AppSec teams time while maximizing developer adoption to
enhance DevSecOps and shift-left.


https://brightsec.com/

OP Innovate

Think Like a Hacker

https://www.op-c.net/

Categories
® PTas a Service
® Penetration Testing

® Attack Surface
Management

® AppSec
® |ncident Response

® |R Retainer

Video

>

Return to Contents

INNOVATE WASP

Profile

OP Innovate was established in 2014 to defend global enterprises
from the increasing challenges of organizational cybersecurity. Our
experience in the field is extensive with unmatched expertise in
cyber research, penetration testing, incident response, training
and forensics. With headquarters in Israel, we rub shoulders with
the best-of-breed in the field of cybersecurity, exposed to cutting-
edge responses to today’s most critical cybersecurity concerns.
This knowledge allows us and our customers to remain ahead of
the curve.

Solution at Glance

Wasp combines continuous penetration testing with attack surface
management (ASM) to enable application security professionals to
constantly test, discover, assess, and manage their internal and
external exposure.

Tailored specifically for application security, Wasp combines code
analysis and expert-level vulnerability triage, and remediation
solutions that integrate with your development workflow to
deliver full lifecycle visibility and management.

How It Works

A proof of value is the first step. A simple PT project the proves our
team and technology strengths. Once proven, an annual service
agreement is the way.




Cybersixgill

. cybersixaill

Continuously exposes the earliest indications of risk.

https://www.cybersixgill.com/

Threat intelligence
Financical service
Phishing detection
Fraud management

3rd party
monitoring

Telecom
SAAS

vulnerability
management

Return to Contents

Cybersixgill continuously collects and exposes the earliest possible
indications of risk moments after they surface on the clear, deep and
dark web.

Our extensive body of threat intelligence data can be consumed through
various solution offerings and integrations, each addressing critical customer
pain points and use cases. These solutions are scalable, searchable and
seamlessly integrated into existing security stacks, arming teams with critical
insights to proactively block threats before they materialize into attacks.

Our proprietary algorithms extract data from a wide range of sources,
including content from limited-access deep and dark web forums,
underground markets, invite-only messaging groups, code repositories,
paste sites and clear web platforms, as well as an unparalleled archive of
indexed, searchable historical data from as early as the 1990s. This data
is processed, correlated and enriched with machine learning techniques
to create profiles and patterns of malicious threat actors and their peer
networks, delivering critical insight into the nature, source and context of
each threat. Our extensive body of threat intelligence data can be
consumed through various solution offerings and integrations, each
addressing critical customer pain points and use cases. These solutions
are scalable, searchable and seamlessly integrated into existing security
stacks, quickly arming enterprises, government and MSSPs alike with
accurate, relevant and actionable insights to proactively block threats
before they materialize into attacks.




Salvador Technologies

Cyber-Attack Recovery Solutions for ICS & OT

www.Salvador-tech.com

* Post Cyber Crisis
Solution

* Cyber Response
* Recovery Software

* Offline Protection
of Backups

* |Isolated Secured
Environment

* Data Survivability
e OT Security

Video

Return to Contents

TECHNOLOGIES

@f SALVADOR

Salvador Technologies is an Israeli startup providing an enterprise-
grade cyber-attack recovery platform for the operational continuity
of ICS & OT Systems.

Salvador Technologies ensures operational continuity by providing
a unique solution that reduces downtime in critical infrastructures,
from days and weeks to minutes.

Within 12 months from start, the company was able to
demonstrate product market fit and a firm customer-base.

The solution is based on patented air-gapped technology and
consists of 3 layers of defense:

A Cyber Recovery Unit (CRU) connected to a computer, an Agent
software and a monitoring center.

At the heart of the platform lies an on-premises secured the CRU
that is attached to critical devices and backs them up periodically.
In case of a successful cyber-attack, the system operator can
recover the system and run it from the unit within 30 seconds with
a single click. The monitoring center provides a corporate view of
backup status of all units and devices, applies policies, and ensures
compliance.

Air Gaj
Protection

7/ SALVADOR



https://www.youtube.com/watch?v=ZsjJkmy4YVI&t=1s
https://www.youtube.com/watch?v=ZsjJkmy4YVI&t=1s

Sepio SEPIC

Embracing a Zero Trust Hardware Access Security Model

https://sepio.systems/

Categories Profile

® Zero Trust Sepio Systems’ mission is to protect critical infrastructure against
Hardware threats on their supply chains. Malicious groups are poisoning the

® Asset Discovery and chain between the vendors and the end customers with infected
Monitoring components, modules and systems.

® Access Monitoring

® Supply chain

® OT security Sepio delivers a hardware access control (HAC) platform that
reduces the risk of unapproved and rogue devices by providing
complete visibility, control, and mitigation of all hardware assets.
Sepio’s hardware fingerprinting, augmented by machine learning,
discovers all managed, unmanaged and hidden devices that are
invisible to all other security tools. Sepio’s solution enhances zero
trust, insider threat, BYOD, IT, OT and IoT security programs.

Solution at Glance

How It Works

Sepio Systems’ Hardware Access Control solutions (HAC-1)
provides enterprises with complete device visibility by using
Physical Layer fingerprinting technology and Machine Learning
to calculate a digital fingerprint from the electrical characteristics
of all devices. By validating devices’ Physical Layer information,
HAC-1 verifies the device’s true identity — not simply what it
claims to be —and instantly detects vulnerable devices within

the infrastructure. In doing so, the ZTA can make accurate

access decisions and uphold the efficacy of micro-segmentation.

Embracing a Zero Trust
Hardware Access Security Model

VI d €o Never Trust, Verify Assume
Always Verify Explicitly -) Breach e

Return to Contents 10


https://sepio.systems/
https://vimeo.com/517766114

Cyolo

Faster, Smarter, Better Secure Access to
Everything
cyolo.io

Tags

Zero Trust Access

Secure Remote
Access

Third-Party
Access

Identity-based
Access

Asset Access, not
Network Access

ICS/OT

Legacy
Applications

VPN
Replacement

MFA/SSO

Supervised
Access

Compliance
No Rip & Replace

No Change
Management

Cyolo

Profile Description

Cyolo is setting a new standard for secure remote access. Founded by a former
CISO and two ethical hackers, Cyolo was created to solve the challenge of
securely connecting high-risk users, including remote workers and third-party
contractors, to mission-critical applications within every kind of environment.

Solution at glance

Cyolo provides the only trustless zero-trust access solution, giving organizations
visibility and access control over the users who leave them most exposed to risk.
The Cyolo platform provides secure real-time user-to-application access and
control with continuous authorization and end-to-end-encryption. Cyolo also
retrofits existing systems, including legacy applications and ICS deployments, with
the modern authentication infrastructure needed to ensure secure access for on-
site and remote users of all types.

The pillars of Cyolo’s zero-trust access solution:

*  Simple to Deploy
* Seamless User Experience
* Secure Zero Trust Access

How it works

Cyolo can be deployed on-premises or via an Infrastructure as a Service (laaS) or
Software as a Service (SaaS) model to support bloth IT and Industrial Control
Systems (ICS) environments.

The Cyolo Edge uses Server Name Interface (SNI) routing to send encrypted traffic
to a terminating Identity Access Controller (IDAC). The IDAC is hosted, as a
lightweight Docker container, inside the customers trusted boundary and only
communicates via Reverse Proxy over Port 443. All sessions are decrypted at the
IDAC alone, and every user is verified and confirmed before access is granted.

Cyolo requires no change management to deploy and does not disrupt operations
or existing user workflows.

Video Tata —The Case

Study

GScyolo

w

TATA

Case study with Tata Chemicals

Return to Contents

11


https://ad5s.short.gy/TataCaseStudy
https://ad5s.short.gy/TataCaseStudy

Reflectiz re.'IIGCJiZ

Continuous Web Threat Management

https://www.reflectiz.com/

Categories Profile
® Third Party Security Reflectiz keeps online businesses safe by mitigating security and
® \Web Application & privacy risks resulting from next generation third-party threats on
Security your website, without adding a single line of code.
® GRC, Riskand Solution at Glance
Posture Reflectiz’ award-winning platform enables businesses to maintain and

expand their web activities without compromising security, tackling
today’s sophisticated cybersecurity challenges.

Reflectiz’ innovative sandbox solution monitors and detects all 1st,
3rd, and 4th-party app vulnerabilities in your online ecosystem,
enabling complete visibility over your threat surface. Reflectiz allows
you to learn WHO your third-party vendors are, WHAT these vendors
are doing, and WHERE your data is being sent, and precisely who has
access to it at all times.

It then effectively prioritizes and remediates risks and compliance
issues.

How It Works

Reflectiz is a one-of-a-kind fully remote sandbox solution that
simulates user behaviors to monitor your website and perform in-
depth analysis of your digital ecosystem. Our remote scanning
process identifies security and privacy risks without creating a new
third-party liability on its own. For that, we worked hard to create the
first full simulation of a user browser, that can behave like a real
person, ensuring that nothing gets past our system undetected.

Q@

Video

>

Return to Contents 2


https://www.reflectiz.com/
https://youtu.be/LZDS1NTXKPA

Wizdome

Prioritize risks. Eliminate Attacks.

www.wizdome.com

Threat Intelligence

Continues Threat
Exposure
Management

External Attack
Surface Management

Digital Risk
Protection

3 \
Deep web }

N/

\

| Darknet

-
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Nowadays Cyber teams use various platforms to try and reduce their
threat exposure; Attack surface mapping, Threat Intelligence, Digital
Risk Protection, Security Rating Services and more.

Each platform provides endless inventory-like lists of vulnerabilities
and alerts leaving the CISO to determine which vulnerability or alert
possesses the most risk to the organization. Wizdome was founded
to solve this challenge with one holistic platform using innovative
technology.

Wizdome is a threat exposure management platform that correlates
attackers’ intentions with an organization's security posture, allowing
it to act upon the most important threats at a given moment. With
Wizdome you will see who is targeting your assets or your employees,
what actual vulnerabilities can be exploited and which proactive step
you need to take first.

Our solution is powered by 2 cutting edge technologies:
Wizbots - Al-powered bots that can communicate like hackers do,
gain reputation in the DarkNet, and receive invitations to restricted
forums/chats, replacing sophisticated analysts and providing the
ever expanding DarkNet resources.

WizScan - Unique technology that scans the entire cyber space every
day and can detect newly opened ports, vulnerabilities, phishing
websites and more in a matter of hours instead of weeks.

! m

\ ~
wizdome ZE

/C—

Collection Correlation Prioritization
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DeepKeep

ML Security

@ Deepkeep

ML SECURITY

https://deepkeep.ai/home

Tags
e Al

* Adversarial Al
*  Machine learning
* Penetration test

* Risk Assessment

Return to Contents

Profile Description

DeepKeep is developing an innovative software platform for
securing both Al models and datasets from various adversarial Al
attacks such as evasion, stealing, and poisoning.

Solution at glance

The set of tools provided by DeepKeep's platform can be
categorized into the following four pillars: Risk Analysis,
Robustification, Attacks Detection, and Attack Mitigation

How it works

DeepKeep's solution provides data scientists, MLOps, IT, and CISO
teams with a suite of seamlessly integrated tools for monitoring,
securing, and controlling Al models throughout the lifecycle
process of deploying Al models - from the data collection and
model design phase across the model generation and tuning phase
to the model inferencing in the production environment.

ALERT AND RISK
MITIGATION ASSESSMENT & (22
TOooL TOOL ="

Deepﬁ
Multi-Layered

Security
Approach

D% DETECTION PREVENTION
3  PACKAGE PACKAGE
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OvalSec

www.ovalsec.com

e External Attack
Surface
Management -
EASM

* Attack Surface
Management

e Cyber Security

* Outside-In
Perspective

Return to Contents

ovalsec

OvalSec is a cloud-based, fully automated external attack surface
management solution that provides continuous security, with
extensive visibility and vulnerability detection .

Founded by hackers, we approach security from the outside in -
always searching for new attack pathways that go wider and
deeper. We focus our research on high impact vulnerabilities,
helping to reduce noise, prevent alert fatigue and give you an
advantage over your adversaries.

Complete Visibility - Gain in-depth visibility into your external
attack surface, including shadow IT and Saa$ applications.
Continuous Security - Detect and mitigate vulnerabilities as soon as
they emerge, since attackers are always on the lookout for exposed
assets.

Subsidiary Risk - Identify, evaluate and prioritize subsidiary security
risks to help the relevant teams eliminate them.

Smart Prioritization - Achieve clear visibility and focus on impactful
security gaps, to help security teams avoid reporting fatigue
Prevent Ransomware - Detect critical security vulnerabilities that
attackers are constantly on the lookout for to spread ransomware
inside corporate networks.

Find out how our customers leverage OvalSec to discover their
exposures with an Attack Surface Review - No resources required.

< ovalsec
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Scribe Security

End to End Software Supply Chain Security

https://scribesecurity.com/

Profile Description

Tags
Scribe is a comprehensive SSCS (Software Supply Chain Security)
* SaaS . L
solution, providing transparency, control, and trust for both
«  Software supply software producers and consumers. Scribe’s evidence-based
chain security hub supports workflows for sharing SBOMs (Software Bill
of Materials) and other security aspects of software across or
*  SaaS within enterprises. This makes software products more secure and
trusted by security teams and software consumers.
* B2B
«  Software supply Solution at glance
chain

Scribe is a Saa$ solution that provides continuous security
assurance of software artifacts, acting as a trust hub between
software producers and consumers. With the Scribe solution,
security, DevSecOps, and development teams can:

*  DevSecOps
*  AppSec

* SBOM
e Generate, manage and share accurate SBOMs

e Validate code integrity and provenance to detect code
tampering

e Track vulnerabilities that are relevant to the software they
deliver

e Continuously demonstrate compliance with the evolving
regulation

e Selectively share this with stakeholders to reduce risk
and earn trust

Evidence store SC ri b e
>
Attestations. A trust center ' - “Q.
- pen-source Repositories :
- Collectors : » = | : | ; G0 ‘ ’ ‘ i‘ (114 | !j

[ = RS =P R

Z o o
—® - Q - & Ees .. .
v i
< = (w) e ©git
Depandency Admission controller g B =
s Y = Build Automation
Prevention gateway
o -
2,0 .8 9|
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https://www.youtube.com/embed/I2wWODAMe2Q?feature=oembed&autoplay=1&rel=0&modestbranding=1&showinfo=0

Scytale

Where compliance happens.

www.scytale.ai

* Security
compliance

* Cloud compliance
» SOC2

* 1SO 27001
* HIPAA

* GDPR

* PCI-DSS

e SOC1

* CSAStar

*  Attestation report
* Evidence collection
* SaaS compliance

* data security

* cloud security

*  SOC2 audit

* risk assessment

* risk and
compliance

* GRC

Return to Contents

$ scytale

Scytale is the global leader in security compliance
automation, helping companies get compliant and stay
compliant with security frameworks like SOC 1, SOC 2, ISO
27001, HIPAA, GDPR and PCI-DSS faster and without
breaking a sweat.

Scytale’s SaaS platform enables companies to simplify and
streamline the compliance process through automated
evidence collection and 24/7 controls monitoring. Together
with their team of compliance experts, the solution helps
get companies audit-ready 90% faster.

Scytale integrates with any tech stack, and automatically
collects the evidence required for the compliance process.

& scytale Dashboard

17


https://scytale.ai/resources/smart-compliance-for-saas/

OP Innovate

Think Like a Hacker

https://www.op-c.net/

Categories
® PTas a Service
® Penetration Testing

® Attack Surface
Management

® AppSec

® |ncident Response

® |R Retainer

Video

>

Return to Contents

INNOVATE WASP

Profile

OP Innovate was established in 2014 to defend global enterprises
from the increasing challenges of organizational cybersecurity. Our
experience in the field is extensive with unmatched expertise in
cyber research, penetration testing, incident response, training
and forensics. With headquarters in Israel, we rub shoulders with
the best-of-breed in the field of cybersecurity, exposed to cutting-
edge responses to today’s most critical cybersecurity concerns.
This knowledge allows us and our customers to remain ahead of
the curve.

Solution at Glance

Wasp combines continuous penetration testing with attack surface
management (ASM) to enable application security professionals to
constantly test, discover, assess, and manage their internal and
external exposure.

Tailored specifically for application security, Wasp combines code
analysis and expert-level vulnerability triage, and remediation
solutions that integrate with your development workflow to
deliver full lifecycle visibility and management.

How It Works

A proof of value is the first step. A simple PT project the proves our
team and technology strengths. Once proven, an annual service
agreement is the way.

18


https://drive.google.com/file/d/1OauACbOM2fRH3KLbYo9kGi0s5kvc6gNk/view?usp=sharing
https://drive.google.com/file/d/15Dd77avHJayWmHWmf8ILV6AK2rufX2SP/view?usp=sharing
https://www.op-c.net/
https://op-c.net/wasp/#platform

TERRAZONE

If you can’t be seen, you can’t be hacked ™ v TERRAZONE

www.terrazone.io

e ZeroTrust

* Cloud Security

* SASE

* Endpoint Security

* Cloud Security

* APl security

* Data security

e IT/OT

* GCR

*  WFH Data Protection

* Firewalls

* Network Access
Control

* Network Security

* Email Security

* Secure Partner Access
for third Parties

* Application Access

* Security Validation

*  Web application

* Physical Network
Security

* Cyber awareness

* Micro segmentation

* Scada Protection

trﬂiass 3

TerraZone combines patented SaaS cloud technologies
with a Next Generation "Secret Network" hidden from
the Internet created for secure-community-driven
businesses. We safely connect between companies and
their customers through a secure token and protect the
assets belonging to each business, ultimately enabling
sharing services and exchanging data between the
parties easily and securely.

TerraZone has developed a One-Stop-Shop “Zero-Trust”
Saa$ Cloud platform to help businesses secure and
control corporate assets globally. Using a patented
technology (reverse access), Terrazone offers a unique
hybrid solution that enables businesses to keep their
sensitive data on-prem while applications and services
can run safely from Terrazone s cloud platform.

TruePass is a privileged access management solution that
improves security and productivity by reducing the attack
surface area, cutting operational overhead, and easily
enforcing compliance. It replaces VPNs, shared
credentials, and legacy privileged access management
technologies.



https://www.youtube.com/watch?v=Tc1HUM21c0Q

Scytale

Where compliance happens.

www.scytale.ai

Security compliance,
Cloud compliance, SOC
2,1S0O 27001, HIPAA,
GDPR, PCI-DSS, SOC 1,
CSA Star, Attestation
report, Evidence
collection, SaaS
compliance, data
security, cloud
security, SOC 2 audit,
risk assessment, risk
and compliance, GRC

Return to Contents

$ scytale

Scytale is the global leader in security compliance
automation, helping companies get compliant and stay
compliant with security frameworks like SOC 1, SOC 2, ISO
27001, HIPAA, GDPR and PCI-DSS faster and without
breaking a sweat.

Scytale’s SaaS platform enables companies to simplify and
streamline the compliance process through automated
evidence collection and 24/7 controls monitoring. Together
with their team of compliance experts, the solution helps
get companies audit-ready 90% faster.

Scytale integrates with any tech stack, and automatically
collects the evidence required for the compliance process.

& scytale Dashboard
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https://scytale.ai/resources/smart-compliance-for-saas/

Intezer

Let Us Handle the SOC Grunt Work

www.Intezer.com

Tags

SOC

SOC services
Endpoint Security
Incident Response

MDR

Return to Contents
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Profile Description

Your virtual, autonomous SOC: get high-quality and faster
alert triage, incident response, and threat hunting with
Intezer. Save budget by replacing costly outsourced services
with Intezer's automated solution to automatically resolve
85% of false positives, deeply investigate 94% of alerts and
hunt for 700 trending threats per week. Get transparent
analysis reports and verdicts your team can trust to keep
your business secure.

Solution at glance

With Intezer, every alert is automatically investigated and
triaged within a minute at a reverse-engineer level using
transparent technology you can trust to avoid the risks of
human errors or inconsistent results.

Intezer provides teams with a cost-effective platform that's
easy to set up, so you can reduce your reliance on
expensive outsourced SOC services.

How it works

(1) MONITOR & TRIAGE 4 ) REPORT

24/7 monitoring and collection of
endpoint and email security

alerts

INVESTIGATE
Alerts investigated, with full
memory analysis for suspected

endpoints

REMEDIATE
Get clear findings, extracted
10Cs, and recommended actions

Ensure escalation for serious
incidents and get real-time

visibility

HUNT

Continuously hunt for thousands
of APT and cyber crime
campaigns

21


https://www.youtube.com/watch?v=CPhioRUpnNs
https://www.youtube.com/watch?v=CPhioRUpnNs

Flow Security

Securing Data Wherever It Flows

www.flowsecurity.com

Data Security
DSPM

Cloud Security
SOC

Posture
Management &
Security Posture

Incident Response
Risk Assessment
Forensics Insights

GCR

Risk and Compliance

SIEM Integration

Application Access,
Security Validation
Security Operation

Critical Gap
Identification

Return to Contents

FLOW.

Flow is a data security platform that combines Data Security Posture
Management (DSPM) together with real-time detection and response to
data security violations. Flow is not just your cloud security tool with a data
scanning utility. It is the only platform that analyzes both data at rest and
data in motion. By also following and analyzing all data flows in runtime,
the platform enables security teams to regain control over all their data,
including shadow data stores and applications across all cloud, on-prem,
and Saa$ environments.

Flow’s deep analysis of the organization’s data journey from origin to
destination allows security teams to automatically catalog all their sensitive
data (e.g., Pll, PHI, PCl); visualize data flows; detect and remediate data
risks; and effectively respond in real-time to data violations by providing
the full context: who, what, when, where and why.

¢ Automatically discover and classify your data.
¢ Continuously map your data flows.

* Manage and track your data security posture.
* Detect and respond to data violations.

o
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LayerX

User-First Browser Security Platform

www.layerxsecurity.com

Browser Security
Enterprise Browser
Network Security
Web-borne threats
Secure BYOD

Secure Remote
Workforce

Phishing Prevention

Return to Contents

LayerX

LayerX provides a Browser Security Platform, that’s purpose-built
to monitor, analyze and protect against web-borne cyber threats
and data risks. Delivered as a browser extension, LayerX natively
integrates with any commercial browser, transforming it to the
most secure and manageable workspace.

Using LayerX, customers gain comprehensive protection against all
threats that either target the browser directly or attempt to utilize
it as a bridge to the organization’s devices, apps, and data.

LayerX monitors every web-session at its most granular level to
detect and disable risky activity at its utmost early stage with near-
zero disruption to the user’s browsing experience.

Eliminate critical blind spots Gain the most granular visibility into
unsanctioned apps, shadow identities, DNS over HTTPS, SaaS apps
and dynamic websites.

Real-time protection Enforce access & activity policies to restrict
browsing activities that expose your apps, devices, and data to
compromise.

Unified browser management Manage and configure your
workforce’s browsers from a single, centralized interface.

Bring your own browser Enable your users to keep on using their
browser of choice for both work and personal use.

Rapid deployment Deploy across your entire environment and
integrate with browser management tools and identity providers
in a single click.
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ULTRA RED Ltd.

Agentless Continuous Threat Exposure Management platform ’

www.ultrared.ai

Tags
* CTEM
* EASM

* Cyber Security
* RedTeam
* Cyber intelligence

* Cyber Enrichment

Video

0
ULTRA RED

i

\;?II
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ULTRARED

Profile Description

ULTRA RED is the first and only CTEM provider.

We bring to the table a completely new approach to cyber security by
utilizing unmatched scanning depth for attack surface mapping and
combining it with cyber intelligence enrichment.

Solution at glance

The Ultra Red Threat and Exposure Management Platform enables
cyber teams to dramatically improve their detection and response
rates. Unlike many EASM solutions, Ultra Red delivers prioritized and
verified vulnerabilities that can be actioned without the need for
further investigation. Supporting intelligence and remediation
guidance for each vector facilitates a smooth handover to
remediation teams.

Please visit our technology page: https://www.ultrared.ai/technology

How it works

The Ultra Red platform is a Saa$S solution that supports all elements of
Gartner’s Continuous Threat and Exposure Management Framework
(CTEM). There are no agents to install and no impact to your systems
from our detection and validation processes. With Ultra Red, you can
be up and running with just a couple of clicks. Ultra Red’s automated
process consists of the following steps:

Agentiess everything o setup required
Set a scope to monitar within 3 cicks

E & DISCOVERY
Asset Discovery
Continuous automatic

mapping of new assets,

Asset Management
Automatic scanning for
technologies, one-click

starting from a single input reporting

4 PRORITIZATION

Remediate
1 Exacute

Automated continuous scanning for
‘weaknesses, misconfigurations and
leaks

All-In-One Platform mapped to Gartner’s CTEM Framework
24
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¥ ox.security

OX Security

Continuous Software Supply Chain Security

https://www.ox.security/

Profile Description

ags OX Security is reinventing product security by treating security and
* Continuous compliance as a continuum - looking at development and
Software Supply

production as a single security concern, from design and planning
through to production. We are taking an entirely new approach
* End-to-end that transforms fragmented workflows and the noise from tool
overload into Continuous Software Supply Chain Security.

Chain Security

* DevSecOps teams

. Automation Solution at glance

Continuous Software Supply Chain Security meets three distinct
*  Visibility, and risk

insights needs:

* Application o Build and deliver secure software: OX is non-invasive and
Security Posture integrates seamlessly into developer workflows without
Management compromising developer experience. This ensures that
(ASPM) software is “secure by default.”

*  AppSec

° Protect development and production environments from

*  Vulnerability attackers: OX reduces the attack surface and remediates

scannin
& associated risks through continuous risk assessment.
e Application
Security L] Secure the software supply chain: OX protects the integrity

Orchestration and

of software delivery pipelines by providing complete
Correlation (ASOC)

provenance, visibility and traceability; and secures the usage
of both internal and external code dependencies.

oETEGT
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Dig Security

Revolutionizing Cloud Data Security With DSPM & DDR

www.dig.security

Tags
* Cloud Security
* Data Security

* Data classification

* Agentless

¢ Cloud native
security

* Data Security
Platform

* Posture
Management

* DLP

* DSPM

* DDR

Datg Security |

JPosture Management

Return to Contents

o
[

Security

9

Profile Description

Dig Security helps organizations discover, classify, protect and
govern their cloud data.

With organizations shifting to complex environments with dozens
of database types across clouds, monitoring and detecting data
exfiltration and policy violations has become a complex problem
with limited fragmented solutions. Dig implements data leak
prevention (DLP) capabilities across public cloud environments.

Solution at glance

Dig offers automated discovery and classification of all data assets
in public clouds such as AWS, Azure, GCP and Snowflake. Adding
context to data, Dig prioritizes all issues to improve the data
security posture management (DSPM) and tighten data controls.
Dig’s unique data detection and response (DDR) capabilities ensure
immediate response to cyber threats such as data exfiltration and
ransomware attacks.

How it works

Dig’s cloud native agentless solution deploys in minutes and
provides results within hours, all while not interfering with existing
business processes.

3,872

Assets with sensitive
Information

Storage asset with
shadaws backups 23

Direct acoess permitted
A O W o forsan aceount —E3

Assot with a snapshot shared

with foreign aceount
S bata flowing out of Ewope

Crecl Card Nuribe 983 Emat Address 2871

IDNamiber 1674 Bank Account Namber 325
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XM Cyber

Close the exposures of today, to prevent the attacks of tomorrow

See All Ways ™ XM CYber

www.xmcyber.com See All Ways™

Tags Profile Description

XM Cyber is a leading hybrid cloud security company that’s changing the way
organizations approach cyber risk. XM Cyber transforms exposure management by
demonstrating how attackers leverage and combine misconfigurations, vulnerabilities,

¢ Cloud Security

. Nele identity exposures, and more, across AWS, Azure, GCP and on-prem environments to
compromise critical assets. With XM Cyber, you can see all the ways attackers might

*  Penetration Testing go, and all the best ways to stop them, pinpointing where to remediate exposures with
a fraction of the effort. Founded by top executives from the Israeli cyber intelligence

«  Risk Assessment community, XM Cyber has offices in North America, Europe, and Israel.

. SEM Solution at glance
Continuous Exposure Management Platform across On-prem, Cloud, Saa$, and Hybrid.

«  Ransomware Enables organizations to:
Answer Critical Questions - Gain complete visibility of what's putting the business at

¢ Network Security risk and the insights needed to take precise and decisive preventative actions.

Prioritize Game-Over Issues - Using advanced attack graph analysis, pinpoint the

*  Blueteam exposures that need to be remediated to proactively keep the business secure.

e« Red Team Continuously Reduce Risk - 24/7 monitoring of your environment for new exposures
that emerge as a result of the dynamic environment, with accurate remediation of the
exposures that matter.

How it works

Security teams are struggling to handle volumes of security issues and understand
what exposures are putting critical assets at risk to better prioritize remediation efforts.
XM Cyber combines toxic exposures such as CVEs (vulnerabilities), misconfigurations,
identity exposures, security control gaps and more to get the attacker’s perspective of
how your hybrid cloud environment can be compromised.

By mapping all possible attack paths onto an attack graph you gain context of risk
towards critical assets. And by understanding context, issues can be accurately
prioritized, to focus on remediating the exposures where attack paths converge. This
allows for productive remediation that reduces risk in the most cost-efficient manner.

Security score ©

Video

Return to Contents 27
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DevOcean Security

devOcean

Cloud Vulnerability Remediation Platform

https://www.devocean.security/

Tags

Cloud Vulnerability

Remediation

Application
Security (AppSec)

Backlog Reduction
DevSecOps
Risk Validation

Attack Surface
Management

Orchestration &
Automated
Remediation

Exposure
Management

Root Cause
Analysis

Alert
Consolidation,
Deduplication &
Prioritization

Return to Contents

Profile Description

DevOcean solves the remediation challenge in the cloud, helping
security teams to cut the time, backlog, and tools needed to fix
vulnerabilities and shrink the attack surface.

With cloud-to-code technology, DevOcean consolidates and
prioritizes vulnerabilities, generates a fix at the root cause, and
identifies the owners - allowing security teams to expedite
remediation with Dev/DevOps using existing workflows.

Solution at glance

Using plug and play integrations with security tools and cloud and
code ecosystems, DevOcean creates a single pane of glass to
manage all vulnerabilities across the entire application stack.

L] Triage: Connect the dots between alerts, validate criticality
in the production environment, and automated
prioritization.

[ Fix: Cloud to code root cause analysis, owner identification,
generation of a fix based on remediation templates, and
automatic streamlining to owners via existing workflows.

L] Manage: Monitor existing remediation tasks, verify fix is
completed in production, and measure teams and

applications. e
'I Fix 3
Triage 3 Manage
Y Y
A0 000 M
Dedup & Consolidate a @
e : Y Qe
Validate e "
oy Generate Fix Verify Fix Measure
QO w & = i

Take Action
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Tuvis

tuvis

Enterprise Instant Messaging.
Secure. Efficient. Compliant.

tuvis.com

Tags

* Riskand
Compliance

* SIEM Integration
* Data Security
* Mobile Security

* Anti-scam & anti-
fraud

* Application Access

* Threat intelligent

Video (link)

Profile Description

Tuvis is an Israeli startup founded in 2019. With offices in Israel,
Brazil and Mexico and +120 paying customers around the world,
Tuvis is the market leader in the Enterprise Instant Messaging
space. Its solutions enable enterprises like Telefonica, Santander
Bank, Petrobras and Pinterest to stay secure, efficient and
compliant when engaging customers over unmanaged instant
messaging channels like WhatsApp and iMessage.

Solution at glance

Tuvis’ solution provides an integrative user interface that
integrates between instant messaging apps and the company’s
internal systems. It enables the customer facing teams to keep
using instant messaging they used to, while following the
company’s security and privacy policies.

How it works

Security: integrating with DLP, Firewall, SSO and Proxy Servers (i.e
Netskope, Palo Alto, Broadcom)

Productivity: integrating with CRM/ERP (Salesforce, MS Dynamics)

Compliance: integrating with SIEM (Splunk, Coralogix, Blob
storage)
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Memcyco LTD

<Q> MEMCYCO

https://www.memcyco.com/

* Brand
Impersonation /
protection

* Brand hijacking
(brandjacking) /
fraud protection

e Real-Time alert/
protection

* Digital trust of
customers

*  Website spoofing

*  Phishing
interception

*  PoSA- Proof of
Source
Authenticity

* SOC, EASM, XSS

*  Website hijacking
attacks

* Spoofing attempts

*  Web authenticity
protection

*  Fraudulent
websites

*  Click jacking

Return to Contents

Memcyco was founded in 2021 by a group of seasoned

industry veterans who, as a team, have already

built companies and brought them to exit. The idea for Memcyco
came about as a result of the staggering growth in the number of
brand impersonation attacks and the damages they create.
Memcyco envisions a world in which users can

confidentially interact with businesses online, and scammers are
deterred from impersonating brands.

Memcyco developed a solution called PoSA = Proof of Source
Authenticity. The inspiration from PoSA came from the watermark
on banknotes, which proves that the note is legal tender.
Memcyco's technology allows each customer of the brand to
attach to the brand's website a customized watermark identifying
the site as authentic. When that user navigates to a fake site, they
immediately get a red alert. In parallel, the brand receives the alert
information, notifying them of the attack and allowing them to
restrict its implications.

The solution is agentless - the brand's customers don't need to
install anything or subscribe to any service. PoSA is unforgeable, as
it includes a number of proprietary mechanisms that take into
account different types of attacks, not only on the brand but also
on PoSA itself. These mechanisms are still at the patent pending
stage, and therefore cannot be described at this moment without
a signed NDA.
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Opus Security

A Platform for Remediation: Remove the complexity of risk.

WWW.0opus.security

* Orchestration and
Automated
Remediation

* Cloud Security
* Security Operation

*  Vulnerability
Management / VM

* Posture
Management/Secu
rity Posture

e Application
Security
* AWS

T

A

opus

Opus Security was founded by two SecOps veterans, Meny Har and

Or Gabay. Har and Gabay met while working at Siemplify

(acquired by Google), and watched as operational security evolved
from a centralized, siloed space, into a cross-organizational effort.
This transition demanded a fundamentally new approach to
operational security around remediation, risk reduction and

posture management.

Innovation in code development, cloud architecture, containers,
and the like, has brought on new critical and dynamic attack
surfaces. As a result, a slew of new vulnerabilities are plaguing
already strained security teams. Opus Security closes the gap

between visibility and remediation by consolidating, de-

duplicating , and orchestrating remediation efforts across the
entire organization to reduce risk and improve your posture

Opus’ platform is focused on the operational reality of security and
vulnerability remediation. Focusing on identifying root causes by
performing “cloud-to-code” analysis, Opus is able to consolidate
and prioritize findings, de-duplicate alerts, and enable
orchestration of remediation across the different teams. Delivering

the right fix at the right time, to the right team.

s 9t e

ST.80%

i
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SLING

Third-Party Risk Management Platform - TPRM

https://www.slingscore.com

* Cyber Security
* Cyber intelligence
* Cyber Enrichment

* SOC

Return to Contents

Sling helps your organization discover and manage your supply
chain cybersecurity exposure and risks. With unique sources and
breakthrough methodologies, we enable proactive defense and
preemptive action against any third-party's cyber breach.

If a third-party has integrated systems with a company, any attack
on the vendor could potentially harm the company as well.
Furthermore, a third-party's service decline or shutdown can cause
disruption and negatively impact a companies business continuity.
As such, the most effective way to address this threat is to
maintain continuous monitoring of a company's third-party's cyber
risk

Sling adopts a holistic approach to third-party cyber risk
evaluation, utilizing a wide range of intelligence sources to
examine third-party's from a comprehensive unique cyber
perspective.

[ Asset Discovery A non-intrusive, automated process. All we
need is your third-party's domain name; the rest is for us to
map and discover.

L] Ongoing Monitoring Continuously perform an agentless
scanning of the company’s third parties by leveraging 10+
years of cyber experience and CTI to detect potential threats
and take precautionary measures to mitigate risks.

° Sling-Score The detected threats are analyzed by Sling's
Cyber Threat Intelligent experts. A proprietary Al algorithm
that calculates the analyzed data and calculates it into a
holistic Sling-Score, determining third-party's risk for
potential cyberattacks with high SNR (minimum false alarms)

) Remediation For each finding, Sling provides clear
actionable instruction, to ensure the remediation of the risk
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Semperis

Repel directory attacks.

S semperis

https://www.semperis.com/

Categories

® Directory Service
Protector

® Network Security

® Multi Industrial
Solution

® |ncident Response

® Security Operation

® Data Protection

Video

>

Return to Contents

Profile

For security teams charged with defending hybrid and multi-cloud
environments, Semperis ensures integrity and availability of critical
enterprise directory services at every step in the cyber kill chain
and cuts recovery time by 90%. Purpose-built for securing Active
Directory, Semperis’ patented technology protects over 40 million
identities from cyberattacks, data breaches, and operational errors.
Solution

Purpose-built for securing Active Directory, Semperis delivers first-
of-its-kind solutions to address the entire lifecycle of a directory
attack—from finding and fixing security vulnerabilities, intercepting
privilege escalation and persistence, and quickly responding to
ransomware and other data integrity emergencies.

How it works

Directory Services Protector Active Directory is difficult to secure
given its constant flux, sheer number of settings, and the
proliferation of powerful hacking and discovery tools. Semperis DSP
puts AD security on autopilot with continuous threat monitoring,
real-time alerts, and autonomous remediation capabilities.
Managing by exception allows you to respond more effectively to
security incidents as well as everyday operational mistakes.

Active Directory Forest Recovery Recover an entire Active Directory
forest with just a few clicks. Automate every aspect of forest
recovery, such as cleaning up metadata, rebuilding the Global
Catalogue, and restructuring site topology. Avoid human errors and
reduce downtime to minutes instead of days or even weeks. Be a
hero - avert costly business interruption.
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Symmetrium

symmetrium

Zero-trust mobile access with no data at rest.

www.symmetrium.io

e Zero trust
*  Mobile Security

* Endpoint Security

* GCR(Governments,

Compliance and
Regulation)

* Risk and Compliance

*  WFH Data Protection

*  Mobile Access for
third Parties

* SIEM Integration

* VM

*  Telecommunication

Return to Contents

Symmetrium is a zero-trust mobile data security & governance
platform that enables remote access to a fully native and
customizable mobile workspace, while dramatically minimizing
the risk of data breaches.

We offer a scalable and easy-to-manage virtual mobile devices
(VMDs) platform hosted within the enterprise network and
adhering to all its security, compliance and IT protocols.

Using low-latency encrypted streaming, supported by strict
authentication and authorization protocols, information can be
natively shared through the VMDs onto external devices, with
no data ever leaving secured networks.

. No data at rest, means no data is ever at risk

° OS agnostic complete remote workspace

° On-board instantly, scale seamlessly

° Secure data access for managed and unmanaged devices
° The private and native experience users deserve

° Check mobile data protection off your risk assessment
list

Every mobile device
can be virtually
on-prem
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QPrivacy

Tags

Privacy
Consent
Advertising
Digital Marketing
RegTech
Analytical tools
Pl

CISO

Data Leakage
DPO
Client-Side
Cyber Security

Risk Management

Protect Client Data Like Never Before

Google

Erivacy

Profile Description

QPrivacy solutions enable organizations to comply with data privacy
regulations while increasing client trust and loyalty.

Established in 2019, QPrivacy holds 10 patents in the EU, USA and
Israel and has launched 2 products: QPrules and QPtrust. Solutions
are production-proven with customers across markets financial
services, healthcare, ad tech, and retail.

Our customers use our protective solutions to avoid fines, better
understand their clients’ experience, and increase revenue.

Solutions at Glance

QPrivacy solutions enhance enterprises’ ability to protect their clients’
data by applying privacy preservation strategies.

The solutions, QPrules and QPtrust, resolve the dilemma between the
enterprise’s need for marketing, analytics, and advertising, and their
need to stay in regulatory compliance.

e QPrules — Provides visibility and control over information collected by
external parties from the client device. Content and context-driven.

e QPtrust — Provides visibility and control over external parties’ activity
within the website compared to clients’ expressed consent.

How it Works

QPrivacy adaptive ML technology (patented) applies a protective layer
around client-facing applications (websites and native mobile apps),
enable active policy to discover, monitor and apply different privacy
preservation strategies and verify clients’ consent based on regulatory
jurisdiction.
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Oxeye Security

Removing 90% Of The Irrelevant Code and Open-source Vulnerabilities
Shift Left, Done Right —Securing Modern Applications all across the SDLC

https://www.oxeye.io

Tags

Application Security
Application Inventory
Cloud Native Security
Supply Chain Risk
SBOM

API Security

SCA, SAST, DAST

OPEN-SOURCE, 3RD-PARTY,

O oxeye

Profile Description
OXEYE FINDS AND REPORTS:

Exploitable Code Vulnerabilities and Loaded Packages - Oxeye
helps you prioritize remediation efforts by reporting vulnerabilities
that can be exploited and filtering out those that can’t

Vulnerable External and Internal APIs — Oxeye automatically
discovers and dynamically test for vulnerable APIs, both internet-
facing and for inner communications.

Indirect Vulnerabilities - We detect and report vulnerabilities that
span microservices, which static scanners miss Dynamic SBOM See
the structure of your applications at runtime, in tabular or
graphical format

License Violations & Secrets - View non-compliant licenses in your
open source packages, and hardcoded secrets in your applications,
such as passwords, tokens, keys, etc., prioritized according to risk
levels

Solution at glance

Oxeye combines static and runtime analysis of the 5Cs - code,
container, cluster, cloud, and their connections/communications
to find, filter, and prioritize custom code, open source and third
party package vulnerabilities, hard-coded secrets, and license
issues in modern, distributed applications

( SAST/SCA/ 5
BINARY SCANNING

AND CUSTOM CODE ANALYSIS Gather all potential vulnerabilities from deployed code and
3rd-party in the runtime
APPLICATION FLOW TRACING Discover internal and external APIs by tracing application
CONTEXT
flows from the internet, down to the vulnerable line of code
1. Fetch configuration from the Cluster, Container and
INFRASTRUCTURE CONFIGURATION CLOUD Cloud layers

DYNAMIC ANALYSIS

RECALCULATE SEVERITY

Return to Contents

CONTEXT 2. Add additional risks exposed (e.g, extra permissions)
3. Add internet accessibility risk

DAST Active Payload Generation & Transmission Malicious
’ payload injection (fuzzing) for attack validation
P o xploitable
RESULTS Recalculate severity to focus on the exploitable

\ ’ vulnerabilities
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Madsec security

MADSEC

CYBERSECURITY SERVICES

A global company, providing Cyber consulting services all over the world

https://www.madsecglobal.com

* Penetration tests
* WEB Applications

* Network Infrastructures
¢ OT/ICS Environments

¢ RF Communications

¢ Cloud-based Systems

* Governance, Risk &

Compliance
« PCl
* GDPR
*« CCPA
*« S0C2
* HIPAA
* FDA
* CMMC
e NIST

53 Begin Street, Tel Aviv

Our extensive expertise and industry knowledge enable us to offer
next-generation cybersecurity services tailored to safeguard your
business.

Leverage the power of our cyber security experts with their extensive
experience in performing penetration tests for critical and complex
infrastructures.

We are recognized as a leader within the security industry, being
trusted by banks, smart factories, ports, airports, hospitals and more.

Our services cater to various sectors, meeting their unique
cybersecurity requirements:

Energy, Power, Water, Gas: Securing vital infrastructure,
specializing in SCADA/OT/ICS systems.

BFSI: Safeguarding financial systems through expert penetration
testing and business expertise.

Healthcare: Safeguarding patient privacy and critical information
with top-tier cybersecurity.

Transportation: Protecting critical infrastructure in an
interconnected world.

loT (Internet of Things): Specialized cybersecurity for 10T devices,
including RF technologies.

Telecom: Tailored cybersecurity for the interconnected telecom
industry.
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Cyber 2.0 e
Blocking the spread of cyber-attacks CYb e r 2.0

https://cyber20.com/#/

Categories Profile
e EDR While current fraud detection solutions confront fraud risks by
o NAC identifying abnormal transactions based on rules, internal fraud

poses as a normal transaction and can go undetected.

Solution at Glance

We bypass the problem We don’t miss any new attack since we
don’t have to identify it first .

We continue protecting the organization even if Cyber 2.0 is
removed from the infected computer The malware will be blocked
on the receiving computers Is based on mathematical chaos model
This model can’t be breached We are the only company in the
world that invites all hackers to hack its system for a reward of $
100,000 Since 2018, 5500 hackers from 30 co.

How It Works

The common method: block out of the infected computer of any
software that has been defined as malicious The problem: the
attackers who took over the computer will remove the cyber
protection, and the software will exit

Our solution: instead of trying to prevent, we allow Malware to go
out of the infected computer

Because this malware is not blocked when it goes out, it will be
blocked on the receiving computers. So, we continue protecting
the organization even if Cyber 2.0 is removed from the infected
computer.

® Forensic Capability

® |T&OT Protection

® SIEM Replacement
(CSMA)

Return to Contents 38
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Orchestra Group

Orchestra
Addressing major roadblocks that make it difficult for Grou P
CISOs & ClOs to manage cybersecurity.

https://orchestragroup.com/

security for SMB
Network Security

Wireless Security
Risk Assessment
Risk Verification
Management and

Product Security

Profile

Orchestra Group has developed two cybersecurity solutions:

A. Harmony loT provides a complete
wireless airspace security

Solution at Glance

A unique solution that provides an
airspace dome around the organization
to monitor, detect threats and mitigate
cyberattacks through the attack surface
of WiFi and Bluetooth protocols as well
as smart-connected devices and

|oTs using them.

How It Works

Harmony loT is comprising small sensors
(Smart Protectors) that monitor the
airspace and send data to the Harmony
|oT brain (on-premise or cloud-based).
The sensors use information from the
data link layer to secure the airspace.
They do not collect information from
the higher layers of the network stack
that contain sensitive/confidential
information.

Harmony loT identifies what is
normal/suspicious based on device type
and what is abnormal within the specific
customer environment. Unlike
signature-based systems which are easy
to defeat, it identifies and mitigates
attacks even as attackers evolve their
methods to escape detection by
traditional WIPS (wireless intrusion
prevention systems).

Return to Contents

B. Harmony Purple A proactive platform
that automats a continuous reduction of
cybersecurity threat exposure.

Solution at Glance

Gartner introduces a process of
Continuous Threat Exposure Management
(CTEM) to reduce dramatically SMBs’
exposure to cyber risk.

Harmony Purple automates the process &
allows CISOs to run it continuously with
one tool covering the all CTEM steps.
Using this tool, a small security team
operate in a similar ways, tools and
methodologies to those of an enterprise.

How It Works

Harmony Purple is a next-generation tool
that Automats a Continuous Threat
Exposure Management for small and
medium size organizations. Allowing them
to focus the security and IT team’s time
and resources on those threats risking
their critical assets and business processes
the most.

Harmony Purple aim to become the
organization’s operating system and
method by giving them a clear picture of
their entire security state and a short path
to how to improve their overall security
posture and reduce their overall cyber
exposure.
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